Abstract-The explosive growth in home, wearable, and wireless devices has not been matched by the growth in radio spectrum bands to accommodate them. The inter-networking of all of these devices known as "the internet of things (IoT)" is expected to have tens of billions of devices, mostly wireless, definitely incurring a coexistence or interference problem. The ubiquitous industrial, scientific and medical (ISM) radio band at 2.4GHz, in particular, one of the candidate band for IoT is heavily oversubscribed due to its unlicensed nature and could become all but unusable for priority systems in a densely populated area in the future at the present rate of growth of 2.4GHz transmitters and networks. In our study, the communications of the "last 100 meters" of an IoT network, i.e., from devices to an access point (AP) are considered. The interference suppression algorithms using the probability of false alarm P FA based methods, i.e., the Neyman-Pearson (NP) criterion and the localization algorithm based on double-thresholding (LAD) are applied to enhance the transmission bit error rate (BER) performances in various scenarios. Besides the traditional fixed threshold approach, an adaptive threshold approaches are proposed to enhance the performances in frequency selective fading channels. The simulation results show that the proposed methods excellently work even in an IoT network, which contains a large number of devices.
I. INTRODUCTION
Internet of things (IoT) is an emerging technological concept including the various types of physical devices, vehicles, buildings, and other items embedded with electronics and defining how the things will be connected through the Internet and how those things communicate amongst other things or systems in order to expose their capabilities and functionalities. The IoT at large will foster the development of a number of applications that make use of the potentially enormous amount and variety of data generated [1] .
In an IoT network system, each device has different requirements, such as data length or size, transmit power, and transmission rate. Collected data from multiple devices simultaneously is a challenging task. In a shared channel of fixed bandwidth, the transfer of the sensor data to the data processor must be made discrete in a suitable manner [2] . Today, the devices used in the "last 100 meters" are typically not connected. Various wireless technologies can compete in this short range communications including the international or domain-specific standards, and many proprietary technologies. There are also some applications, where the same IoT device or sensor is used for both mobile and fixed use cases [3, 4] . The demand of wireless communications is gradually increased at present. However, there is no protection from all the other people using the same channels. Interferences could occur if overlapping channels are used, causing packet collisions and performance degradation [5] .
To effectively enhance the wireless transmission, different interference mitigation methods have been proposed in the literatures. However, the algorithm does not apply for largescale and dense wireless sensor networks (WSNs) since the 2.4 GHz ISM spectrum can be easily exhausted using three WLAN nodes operating on three different channels [6] . The narrowband IS has been studied for spread spectrum systems lately and several corresponding approaches have been proposed and mainly classified into time domain and transform domain techniques [7] . The time domain technique can theoretically inhibit the narrowband interference, but it requires large convergence time to reach the steady state [8] , and it cannot effectively suppress time-varying narrowband interference [9] . The transform domain technique has the advantages, for instance, fast convergence, effective suppression of timevarying narrowband interference. In practice, the frequency domain method has been proved to especially useful for multitone narrowband IS [10] . In the frequency domain algorithm, the threshold setting is the most crucial task. The mean of the amplitude is used to obtain the threshold, it is simple method but not robust [11] . To improve the robustness, a median value has been replaced the the mean value, but the calculation of the median value is cumbersome [12] . A N -sigma algorithm is used to calculate the threshold, but N needs to be adjusted according to the channel condition [13] . The consecutive mean excision (CME) algorithm and its forward version, i.e., the forward CME (FCME), are introduced in [14] and [15] , respectively. Both of them provide better performance than that of the median value based strategy. However, their study considered only single narrowband interference which is not the case occurred in an IoT network.
To suppress the impact of this coexistence or interference in an IoT network, in particular, the "last 100 meters," i.e., from IoT devices to an AP, we study the probability of false alarm based algorithms, namely the Neyman-Pearson (NP) criterion and the localization algorithm based on double-thresholding (LAD). In addition to the traditional fixed threshold approach, an adaptive threshold approaches are proposed to enhance the performances in frequency selective fading channels. It can be seen that both methods are appropriate to be implemented in practical IoT networks since the knowledge of a waveform type is not required, for the NP method only noise power is needed as known as a semi-blind technique and for the LAD method even noise is not needed, i.e., completely blind. They can effectively detect the location of interference signals and suppress them, thereby significantly improving the overall system performance. To the extent of our knowledge, this is the first work that shows the interference suppression methods using the adaptive thresholds in IoT systems.
II. SYSTEM MODEL
In this section, the system model is described as follows. We focus on the "last 100 meters" of an IoT network, which contains three components [16] . The first component is "Things" which is the physical objects around us, e.g., home appliances, monitoring devices in factories, personal electronic devices, and many others. The second component is "Access point (AP)" which is devices functioning as a local network coordinator and gateway. An IoT AP not only supports Internet access for mobile devices, but also connects to IoT objects. Finally, "Internet" is the basic components of an IoT network.
Both main signal and interference signals are assumed to be modulated by the binary phase shift keying (BPSK) scheme with non return to zero (NRZ) signaling in our study. The IoT network is modeled with M different types of devices. They all, in total N devices, are uniformly and independently deployed in a two-dimensional (2D) circular plane with the area A = πR 2 , where R is the radius of the plane. Such a random deployment results in a 2D Poisson point distribution of devices. All devices are assumed to be static once the network has been deployed. The density, which is the number of devices per area in square meter and the number of each type of devices are represented as λ i and N i , respectively, where i ∈ {1, 2, . . . , M} denotes type of devices. The probability of occurring each type of devices at any particular time follows the Poisson distribution expressed as
where
The distribution of a device around the circular plane is considered to be uniform. Hence, the distribution of the distance of a device to the AP, which is assumed to locate at the origin, r is given by
Like any other wirelesss systems, the wireless IoT system is contaminated by the channel quality, the interference, and the additive white Gaussian noise (AWGN) caused by the thermal noise in the receiver circuitry. The large scale fading of the channel, i.e., the log-distance path loss including the shadowing effect is considered, the corresponding model is expressed as
where r 0 is the reference distance, typically equal to 1m for indoor environment, γ is the path loss exponent, typically equal to 6 for obstructed indoor environments, and X σ is a Gaussian random variable with zero mean (μ = 0) and standard deviation σ as it is log-normal random variable in the linear scale. The worst case (non LoS or NLoS) of the small scale fading, i.e., Rayleigh multipath fading is considered in the narrowband or flat fading scenario as it is called Rayleigh flat fading channel. Thus, the channel gain is written by
where Y denotes an exponential random variable with mean a, which is the random power gain due to the Rayleigh flat fading. If the system bandwidth is much wider than the coherennce bandwidth of the channel, then the channel is not flat and is consider as the frequency selective fading channel consisting of multiple Rayleigh taps. The received complex baseband equivalent signal is expressed as
where x(t) is the transmitted signal and is assumed to be an independent and identically distributed (i.i.d.) Gaussian process with zero mean and variance σ 2 x , h(τ, t) is the channel impulse response, is assumed to be time-invariant, i.e., h(τ, t) = h(τ ), and is modeled as the zero mean unit variance complex Gaussian random variable CN (0, 1) representing Rayleigh multipath fading with the propagation delays τ , i(t) is the overall interference signal caused by other devices after the channels, and z(t) is the complex AWGN. It is also assumed that the signal x(t), the interference i(t), and the noise z(t) are uncorrelated.
As previously mentioned, the most IoT-related applications are supposed to be operating at 2.4 GHz. Since a variety of wireless communication technologies, i.e., Bluetooth, Wi-Fi, ZigBee, and microwave devices also operate in this frequency range the interference problem is indispensable. The signal type of the interference is assumed to be exactly identical to the one of the main signal. Although Gaussian distribution might not exactly fit the statistics of interferences, we approximate them as Gaussian distributed random variable due to its simplicity and mathematical tractability.
III. INTERFERENCE SUPPRESSION (IS) TECHNIQUES
Due to the advantage of frequency domain IS methods, the time-domain signal is first transformed to the frequency domain signal. We apply two probability of false alarm based IS Techniques, namely the Neyman-Pearson (NP) criterion and the localization algorithm based on double-thresholding (LAD) method. Both methods are appropriate to be implemented in practical IoT devices since the knowledge of a waveform type is not required, for the NP method only noise power is needed as known as a semi-blind technique and for the LAD method noise is not even needed to know, i.e., a completely blind technique. Besides the traditional fixed threshold approach, an adaptive threshold approaches are proposed to enhance the performances in frequency selective fading channels. Computer-intensive simulations are carried out to evaluate the performance of the IoT network and the effectiveness of the proposed algorithm. The simulation results show that the algorithms are able effectively detect the location of interferences and suppress them, thereby significantly improving the overall system performances.
A. Neyman-Pearson (NP) Criterion Method
The NP criterion method applies a decision rule that maximizes the probability of detection P d subject to the constraint that the probability of false alarm P fa . The NP criterion is known to provide the uniform most powerful (UMP) test [17] . The NP criterion is applicable only when both H 0 and H 1 are simple hypotheses. This is the case when both the noise level σ 2 W and the channel H k are a priori known. We assume that all frequency bins employ the equal threshold. For simplicity, X k H k is assumed to have Gaussian distribution. According to the NP criterion, the probability of false alarm is used to calculate the decision threshold t as
where σ 
B. Forward Consecutive Mean Excision (FCME) Method
Similar to the NP criterion, the FCME method is an automated method for setting a threshold in order to separate the samples into two sets, i.e., the one below and the one above the threshold. However, the threshold of the FCME method is calculated iteratively. The FCME algorithm starts by rearranging the samples in the ascending order according to their energies [15, 17] . The n smallest terms in the sorted set are selected to belong to the initial set assumed to be free of interference, i.e., the "clean set". The size of the initial set is typically about 10% of the size of the data set. This is defined as the set Q. The average sample envelopē
The FCME method adds the samples R i , Q + 1, . . . , N to the set Q if
where t CME is given by
This is done with the Gaussian assumption meaning that the concentrated signal is a Rayleigh distributed. The algorithm updates the set Q and calculates newR and t h . The FCME algorithm is operated in a forward manner, i.e., the threshold increases in every iteration. The algorithm continues until there are no new samples below the threshold. The set is usually small enough to be free of interference, and large enough to ensure that the algorithm converges. Therefore, the threshold is calculated as
For example, the t CME are 2.97 and 2.42 corresponding to P fa = 10 −2 = 1% and P fa = 10 −3 = 0.1%, respectively.
C. Localization Algorithm based on Double-thresholding (LAD) Method
The LAD method is improved from the FCME method. As the name indicates, the LAD finds and localizes narrowband signals, where the use of two thresholds can provide clear signal separation and good localization accuracy. Preventing the falsely separated and detected signals problem, which is usually found in the FCME method are the aim of the LAD. With the mentioned two thresholds, the LAD method computes twice of the FCME yielding the upper (t u ) and lower (t l ) thresholds. After the threshold computation, a cluster is created to separate the sample which are above t l . If the largest data in a cluster are above t u , it is a concentrated signal. If the largest data is not exceed t u , it is the noise.
The traditional fixed threshold setting is suitable when channels are assumed to be narrowband. In such cases, it happens when the coherence bandwidth of the channel is larger than the bandwidth of the signal, we then face just the flat fading caused by multipath propagations. However, when the coherence bandwidth of the channel is smaller than the bandwidth of the signal. Different frequency components of the signal therefore experience uncorrelated fading. In such cases, an adaptive threshold setting is more appropriate. The entire frequency band is divided into several sub-bands. A separate threshold is then computed for each sub-band.
IV. SIMULATION RESULTS
As previously described, the "last 100 meters" of an IoT network is considered. Therefore, the IoT network is generated as shown in Fig. 1 . The locations of the devices are created by 2D Poisson point model within circular plane with the radius of 100 meters. λ denotes the density of IoT devices on coverage area (number of devices/m 2 ). There are one access point (AP) located at the center of the area and four types of IoT devices located uniformly over the area. We investigate when the system operates under different environments, i.e., the AWGN channel, the Rayleigh flat fading channel, and the frequency selective fading channel. The path loss exponent for each communication link is assumed to be equal to 4 for a typical obstructed indoor environment. The simulations are compared between the performances for the fixed and the adaptive thresholds under these channels. The signal to noise ratio (SNR) and interference to signal ratio (ISR) are computed. Four different types of IoT devices considered in our study have distinct transmit powers as follows:
• Type 1 has transmit power of 10 mw, • Type 2 has transmit power of 30 mw, • Type 3 has transmit power of 50 mw, and • Type 4 has transmit power of 100 mw. For simulations, the P fa for the NP method is set to 0.01. The LAD thresholds use P fa parameters are 0.05 as the lower threshold and 0.001 as the upper threshold.
Figs. 2-4 illustrate the distribution function or the cumulative distribution function (CDF) of bit error rate (BER) in the case of AWGN channel, Rayleigh flat fading channel, and frequency selective fading channel, respectively. Four tap delay line model is used for the frequency selective fading channel. The path delay follows the exponential decay. The performances of the NP and the LAD algorithms are shown in these figures with fixed and adaptive thresholds. In the adaptive threshold, the signal is divided into several sub-bands. The density of the IoT devices λ in the network is set to 0.001 number of devices/m 2 . All IoT devices in the network are assumed to be in the active status in order to investigate the extreme case.
It can be observed that the LAD outperforms the NP algorithm in all scenarios, i.e., all different channel types. In the AWGN and the Rayleigh flat fading channels, the traditional fixed threshold is able to improve the BER performances. The benefit of the adaptive threshold is effectively gained in the frequency selective fading channel, while not giving any benefits to those flat frequency channels. The smaller subband provides high resolution of the adaptive technique and therefore outperforms the larger sub-band. Figs. 5-7 show the BER performance for the case that the status of the IoT devices are randomly set to be active and inactive (idle). As expected it shows that the overall BER performances in the case of randomly mixing the device statuses are better than the case of having all of active IoT devices. This is because the number of interfering devices in the mixing case is in average less than the case of all active devices. In the frequency selective fading channel scenario, the performances are almost the same as the ones shown in Fig. 4 because the effect of the frequency selective fading channel has more impact than the number of interfering devices in the system.
Next, the scenario with mixing randomly devices' status and different λ is investigated. Each type of IoT devices are In Figs. 8-9 , it can be seen that the adaptive threshold does not gain the benefit due to the constant channel frequency responses of the AWGN and the flat fading channels. However, in the frequency selective fading channel in Fig. 10 we can see the benefit from using the adaptive threshold. Especially, when the sub-band is smaller, the performances become better. The performances of the system which has different values of λ in the AWGN and the Rayleigh flat fading are worse than the system which has the same λ and inactive/active devices While the LAD method has advantages, i.e., a completely blind algorithm, clear signal separation and good localization accuracy, there are also some weak points. The LAD cannot always separate the adjacent when the system has to localize weak signals. Moreover, high sidelobes cause problems when estimating the bandwidth of a signal.
V. CONCLUSION
In this paper, the Neyman-Pearson (NP) Criterion method and the localization algorithm based on the doublethresholding (LAD) method were studied in the "last 100 meters" of an IoT network. The LAD method uses two threshold levels of the forward consecutive mean excision (FCME) algorithm. These two thresholds are for separating the concentrated signal and the interference signal. The results showed that the LAD method is able to detect and to suppress the interference better than the NP method in all cases. We also proposed the adaptive threshold setting, which could perform effectively under the frequency selective fading channel. Increasing the IoT nodes in the network is a significant factor yielding high BER because the number of devices made the high level of interference in the system.
